
 

INSTRUCTIONS on Staying Safe during a 
Terrorist Situation 

1. If you have found an unattended suspicious item that looks like an explosive 

device: 

• as instructed by an administrator or at your own discretion, call the police hotline at 

102 or the emergency services hotline at 112, and report the incident to them, as well as 

the site, its address and the time when the item was detected;  

• before the police and emergency response services arrive, access control should be 

reinforced, the area around the item should be fenced in and, if possible, cordoned off; the 

no-access area should come to at least 100m distance from the suspicious item;  

• after the police and emergency response services arrive, follow their instructions to 

alert and evacuate people from the premises. 

 

You must not attempt to touch any suspicious item, open or move it, throw a cover on it, 

drench it with water, make a mechanical impact on it, or use radio or mobile phones in its 

immediate vicinity. 

 

You must remember that the external appearance of an item can mask its real 

purpose! Be aware that regular bags, carrier bags, packages, boxes, toys etc., may be 

used to camouflage explosives.  

 

If you are at your workplace when you are informed that an unattended suspicious 

item has been identified:  



• lock rooms and facilities where valuable assets and documentation are kept; if 

required, their evacuation should be organized;  

• upon the arrival of the police and emergency response services, give them the 

details about the incident, ensure their access to the area where the suspicious item was 

found and follow their instructions from then on;  

• after receiving confirmation that normal operations at the site can be resumed, 

proceed with your regular job functions.  

 

2. If you have received a bomb threat by telephone: 

• if the caller’s number is displayed on your phone, write it down on a piece of paper;  

• if your phone has a call recorder, enable it and try to have the entire call recorded; 

• if it’s impossible to record the call, try to take note of what was said and write the 

conversation down;  

• while on the line, note if the caller is a male or female, his/her age, particular 

features (voice, speech rate, accent, speech style, use of vernacular, etc.);  

• pay attention to any sounds in the background (clatter, noises, voices, etc.); 

• mark down the exact time of the start of the call and how long it lasted;  

• as instructed by your manager or at your own discretion, report the call to the police 

hotline at 102 or to the emergency hotline at 112, specify the item, its exact location and 

the time when it was detected; 

• before the police or emergency response services arrive, take necessary measures to 

alert staff and visitors at the site to facilitate its subsequent evacuation;  

• lock rooms and facilities where valuable assets and documentation are kept; if 

required, their evacuation should be organized;  

• upon the arrival of the police and emergency response services, brief them on the 

incident, ensure their access to the site and its facilities, and follow their instructions from 

there;  

• once you receive confirmation that normal operations can be resumed, proceed with 

your regular job functions.  

 



 

Given that today’s telephones are increasingly used to communicate bomb threats, hostage 

situations, or threats of extortion, do not ignore a single telephone threat of any kind! 

 

Whenever possible, all telephones of the organization, as listed in the official directory, 

should have automatic call recorders and caller ID applications installed.  

 

3. If you have received a threat communication in writing: 

Written threats may be communicated to the organization via e-mail or by discovery of 

anonymous written notes (a letter, graffiti, CD, flash drive etc.).  

After a threat message has been received, access to it shall be restricted to only a few staff 

members, who shall be permitted to view its contents, after which precautions will be 

taken to properly deal with it and pass it on to the law enforcement agencies.  

 

For these purposes:  

• the received message shall be handled with utmost precaution (if possible, it should 

be put in a clean sealable plastic bag and then in a hard folder);  

• try not to leave your own fingerprints on any items of evidence;  

• if the document has arrived in an envelope, it should be opened from its sides by 

carefully cutting off the edges the envelope with scissors;  

• make sure that you keep all received materials (e.g., the text itself, any attachments, 

envelope and package); do not throw anything away;  

• all received materials shall be bound and glued together. No stamps, written notes, 

or marks are allowed to be put on the documents. Portions of the text should not be 

highlighted in any way and no statements or further instructions shall be added to the 

document. The document should also not be crumpled or folded.  

 

4. If a major terrorist incident takes place on the premises  

4.1. In the event of the detonation of an explosive device: 

• immediately notify the police of the incident, and call the ambulance;  



• take measures to rescue people, evacuate them and move them away from the 

affected area; make arrangements to provide first aid to those injured and transfer them to 

medical institutions;  

• if the incident results in a massive stampede, try to avoid it, move ahead alone, and 

never move against the crowd;  

• if you find yourself in the middle of the crowd, take your tie/scarf/neckwear etc. off 

to prevent accidental asphyxiation; your hands shall be free from any unnecessary items; 

bend your elbows and pull your hands up to your chest to protect your diaphragm; button 

up your clothes;  

• the main objective if you are caught in a crowd is to stay on your feet (however, if 

you fall down, cover your head with your arms, promptly pull your legs up and try to pull 

yourself back up); 

• do not allow unauthorized persons access the affected area;  

• if you discover any items that may pose a threat, take measures to cordon off the 

dangerous zone to prevent unauthorized persons or transport from approaching it;  

• upon the arrival of law enforcement, inform them of the current situation and make 

sure they can access the area where the incident has occurred; follow their advice 

thereafter.  

 

4.2. In the event of a hostage situation:  

• immediately notify the police about the incident;  

• take measures to move people from the danger zone, provide first aid to injured 

persons and, if needed, arrange their transfer to the hospital;  

• do not enter into negotiations with terrorists upon your own initiative;  

• ensure unhindered access to site for police personnel, rescue services and 

paramedics;  

• after the arrival of the police, assist in briefing them;  

• if necessary, comply with the terrorists’ orders, unless they can cause harm to one’s 

health or cause deaths; do not be belligerent, nor risk your or other peoples’ lives;  

• avoid any actions that may spur attackers to use their weapons or entail fatalities.  



 

4.2.1. If you are taken hostage:  

• immediately take control of your actions and pay attention to every detail that could 

support rescue efforts;  

• it is crucial to keep your emotions in check and behave reasonably from the very 

start of the crisis, thereby increasing your chances of survival;  

• stay calm and level-headed; do not object to or answer back to anything the 

terrorists say; ask the captors’ permission before you do anything;  

• do not risk your life or the lives of those around yourself; obey your captors’ orders, 

do not be panicky or hysterical;  

• do not do anything that could prompt attackers to use their weapons;  

• if you are injured, ask people around you to help you and try to staunch the 

bleeding yourself by applying a dressing;  

• provide aid to those around you who need help;  

• if you hear any shooting, immediately lie down and look around; choose the nearest 

shelter and try to get there without standing up on your feet; you can use a building 

extension/bump-out, monuments, concrete poles, curbs, ditches, etc., for shelter; 

• look out for children who need help and, if necessary, cover them with your body;  

• you should also observe the criminals, listen to their conversations closely, 

memorize their roles and functions. 

 

In those cases when the site where hostages are being kept has been located, security 

services normally use available technologies to listen in on conversations on site. Be aware 

of this, and when speaking with captors and other hostages, give any details that could be 

intercepted and used for planning an assault. Information about conspicuous and 

distinguishing characteristics, which could help differentiate a hostage from a captor, 

details on their weapons, their approximate number, positions inside the room, their 

emotional state and intentions are especially important.  

 

4.2.2. In a rescue situation, you must do the following:  



• lie on the floor face-down away from windows and doors and out of the direct line 

from door and window frames; cover your head with your arms and remain still;  

• often, during rescue efforts, criminals tend to hide among hostages, that is why you 

should avoid holding criminals’ weapons in your hands when the rescue operation is 

underway;  

• do not run towards security services’ personnel or away from them, otherwise they 

may mistake you for a criminal;  

• if possible, steer clear of terrorists, as well as of doors and window frames;  

• if the criminals leave the premises together with the hostages, police officers will 

order to put hands behind your head; do not resist or argue, do not make sudden moves; 

while identification procedures are underway, such precautions are vital.  

 

4.2.3. If evacuated:  

• after you receive a notice about the start of the evacuation from the police, remain 

calm and follow their instructions in an orderly, level-headed, and consistent manner; 

• if a message for evacuation is given while in the academic institution (workplace): 

quickly put your personal stuff, documents, money, and other valuables in a bag; put your 

outerwear on;  

• assist any loitering groupmates (co-workers);  

• together with a teacher (administrator), exit outside in an organized fashion;  

• move further away from the building;  

• do not leave the area without the permission of responsible officers, stay in view 

and with your group (fellow students or co-workers), as the absence of a group member 

may cause mass panic or emotional crisis;  

• take attendance of group members to identify anyone who is absent;  

• if there any absentees in the group of people who were on site when the evacuation 

started, immediately notify the police and the building’s administration about this;  

• wait for further instructions.  

 

5. In case of any other emergencies:  



• notify your manager or other responsible staff member on site about the emergency; 

as instructed by them or at your own discretion, call the police hotline at 102 or the 

emergency services hotline at 112, and report to them the incident, the type of premises, its 

address;  

• if required, ensure that people exit the site safely, as per the emergency evacuation 

plan.  
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